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Microsoft Purview Message Encryption: Recipient Experience

1) You may receive a message from Odlum Brown stating we are trying to send you a message.

&4 Primary ©  Promotions &, Social
Test User Sending you a message that will be encrypted - Test User (duser2Z@0ODLUMBROW...

2) When you open the message, you will not see any of the sender’s original content. You will need to click the Read
the message button to view the message in a secure browser session.
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Sending you a message that will be encrypted inbox
Test User 923
tome «

Test User (duser2@ODLUMBROWN.com) has sent you a protected
message.

a

Read the message

Learn about messages protected by Microsoft Purview Message
Encryption.

Privacy Statement

Learn More on email encryption.
Microsoft Corperation, One Microsoft Way, Redmond, WA 98052
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3) This will open a webpage on Outlook.office365.com that will ask you to Sign in with a One-Time passcode. Click
the Sign in with a One-Time passcode link. This will send a new email from Microsoft with a one-time passcode
to the email address of the original recipient of the message.

outlook.office365.com

Encrypted Message

duser2@ODLUMBROWN.com has sent you a protected message

Sign in with a One-time passcode

Need Help?

Privacy Statement

4) This will refresh the webpage, and you will need to check your email for a new message that includes an 8-digit
code.

outlook.office365.com

We sent a one-time passcode to
obittesting@gmail.com.

Please check your email, enter the one-time passcode and click
continue. The one-time passcode will expire in 15 minutes.

One-time passcode | |

(J This is a private computer. Keep me signad in for 12 hours.

@ Continue

Didn't receive the one-time passcode? Check your spam folder or get another
one-time passcode,




5) Check your email inbox for a new message from MicrosoftOffice365.microsoft.com containing your one-time
passcode. If you do not see the email, please check your spam or junk mail. If after a couple of minutes you do
not receive this message, go back to the webpage and click “get another one-time passcode.”
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Your one-time passcode to view the message nbexx & &

Microsoft Office 365 Message Encryption .. 9:34AM (Ominutesage)  fy & &
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Here is your one-time passcode
01946012

To view your message, enter the code in the web page where you requested
it.

MOTE: This one-time passcode expires 15 minutes after it was reguested.

This message is automatically generated. Please don't reply to it

6) Copy the 8-digit code from the email and paste or enter it into the field provided on the webpage. There is an
option to remain signed in for 12 hours, if desired. Click Continue.

outlook.office365.com

We sent a one-time passcode to obittesting@gmail.com.

Please check your email, enter the one-time passcode and click continue. The
one-time passcode will expire in 15 minutes.

One-time passcode [01946012 ]

(O3 This is a private computer. Keap me signed in for 12 hours.

@ Continue

Didn't receive the one-time passcode? Check your spam folder or get another one-time passcode.




7) This will open the original email in a web browser tab. You should see the full message as it was written and sent
by the Odlum Brown team member.

outlook.office365.com

obittesting@gmail.com Sign Out

Sending you a message that will be encrypted

W

Test User <duser2@ODLUMBROWN.com> £ Reply all
Ted M
obittesting@gmail.com ¥

Encrypt: This message is encrypted. Recipients can't remove encryption.

This is a test word docu... This is a test pdf docum... Test Excel document.xisx

I
58 KB =E= 34 KB 58 KB

Here is the message content.
You will not see this until you open the encrypted message.

Thanks

Odlum Brown

8) From this page, you can preview or download any attachments by selecting the down arrow beside each item.
Clicking Download will default to the location offered by your web browser.

outlook.office365.com

Sending you a message that will be encrypted

Test User <duser2@ODLUMBROWN.com> 9 Reply all
Today, 9:30 AM

obittesting@gmail.com ¥

Encrypt: This message is encrypted. Recipients can't remove encryption.

This is a test word docu... m This is a test pdf docum... u'" Test Excel document.xlsx o~

58 KB === 34 KB 58 KB

chments | prayiew

Download

Here is the Messuge wonmere
You will not see this until you open the encrypted message.

Thanks

Odlum Brown




9) Selecting Preview will display the attachment in the same window as the message.

outlook.office365.com

obittesting@gmail.com Sign Out

Sending you a message that will be encrypted

¥ Download x Hide email ]
Sending you a message that will be
encrypted
Test Client Document. @ Test User <duser2@ODLUMBROWN.com:
5 |v
Today

obittesting@gmail.com ¥

This is a test word docu...
W 58KB

m This is a test pdf docum...
=El= 34k

Test Excel document.xlsx
58 KB

A 3 attachments (149 KB)

Here is the message content.
You will not see this until you open the encrypted message.

Thanks

Odlum Rrown

10) To reply, forward or print the message, select the down indicator next to Reply all.

Sending you a message that will be encrypted

Test User <duser2@ODLUMBROWN.com> £ Reply all
Thu 2/8, 8:48 AM o

obittesting@gmail.com ¥

Reply all
) . - " : . Forward
Encrypt: This message is encrypted. Recipients can't remove encryption.
Print
This is a test word docu... |, pdf This is a test pdf docum... Test Excel document.xlsx L
= 58 KB bl Ll 34 KB 58 KB
3 attachments {149 KB)

Here is the message content.
‘You will not see this until you open the encrypted message.

Thanks

Odlum Brown

obittesting@gmail.com Sign Qut

W

?




11) When you select Reply, Reply all or Forward, the platform will by default carbon copy (Cc) your original email
address for your records. When your reply or forwarded message is complete, click Send.

outlook.office365.com

obittesting@gmail.com Sign Out

*E= Send @) Attach Discard sse
Encrypt: This message is encrypted. Recipients can't remove encryption.

To Test User <duser2@ODLUMBROWN.com> X Bee

Ce o obittesting@gmail.com X
Re: Sending you a message that will be encrypted a

Test Excel Spreadsheet.x... x

S KB W

This is my reply.
thanks

Your Client

From: Test User <duser2 @ODLUMBROWN.com=
Sent: Thursday, February 8, 2024 9:30:10 AM

To: obittesting@gmail.com <obittesting@gmail.com>
Subject: Sending you a message that will be encrypted
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12) When you reply to or forward a secure message, the same security settings of the original message will be
applied. The recipient(s) will receive a new email delivered to them from Office365 @messaging.microsoft.com
and will need to follow the forgoing process to request and input a one-time passcode to view the message.

Q, Search mail o ® @&
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9 obittesting@gmail.com <Office3s5@messaging...  $57AM (1minute ago) ¥y “
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obittesting@gmail.com (Office365@messaging.microsoft.com) has sent
you a protected message.

a

Read the message

Learn about messages protected by Microsoft Purview Message
Encryption.
Privacy Statement

Learn More on email encryption.
Microsoft Corporation, One Microsoft Way, Redmond, WA 98052
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